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ALGORITHMS AND SOFTWARE OF CRYPTOGRAPHIC SYSTEM BASED ON THE FEISTEL
NETWORK IN LIGHT INDUSTRY

The cryptographic system is a service that enables the user to encrypt or decrypt

information for further transmission on computer networks or for secure storage on a hard
disk. It should be presented in the form of a window application with an intuitive interface so
that the system can be used by ordinary users.
For encryption and decryption, an algorithm based on the Feistel network was chosen, since
it is block and using a symmetric key, that is, during operation, the data that needs to be
encrypted is split into blocks of the same length and encrypted or decrypted with the same
key.

The structure of the encryption algorithms was named after Horst Feistel, one of the
developers of the Lucifer encryption algorithm and developed on the basis of the DES (Data
Encryption Standart) algorithm, the former (but still widely used) US encryption standard.
Among other algorithms based on the Feistel network, one can give an example: the domestic
standard of encryption GOST 28147-89 (and more modern GOST R 34.12-2015), as well as
other known algorithms: RC5, BlowFish, TEA, CAST-128.

Beryn

Kpunrorpadiuyna cuctema IpencrtaBisie COOOIO CepBic, IO HAmae
KOpHCTYBa4y MOKJIMBICTB 3amn(poByBaTH ab0 po3mudpoByBaTu iHGpOpMAIlito,
JUI TOJANbIIO Tepefadi B KOMITIOTEPHHX Mepexkax abo ams Oe3medHoro
30epiraHHs Ha )KOPCTKOMY IUCKy. BoHa moBrHHA OyTH IpeACTaBIeHa y BUTIIAII
BIKOHHOTO 3aCTOCYBaHHs 3 IHTYITMBHO 3pO3yMiauM iHTepdeiicom, 11100
CHCTEMOIO MOTJIM KOPUCTYBATUCh 3BHYAIHI KOPUCTYBaYi.
Jns mmopyBaHHA Ta po3mmUdpyBaHHS OyB OOpaHHil anrOpHTM Ha OCHOBI
Mepexi Defictens, OCKUIBKM BiH € OJIOKOBHH Ta 3 BHKOPHUCTAHHSAM
CUMETPUYHOTO KJIoYa, TOOTO Mg dYac poOOTH MdaHi, fAKi HeoOXimHO
3ammQpyBaTH po30MUBAIOTECS HA OJIOKHM OJHAKOBOI TOBKHHU Ta IMU(PYIOTHCST
200 pO3MIU(PYIOTHCS OJHUM H THM K€ KITIOUYEM.
CTpyKTypa airopuTmiB mudpyBaHHS OTpHMalla CBOIO Ha3By B 4YeCTh XOpCTa
Oeticrens (Horst Feistel) - ogHOTro 3 po3pOOHMKIB anropuTMa IIHU(PYBaHHSI
Lucifer ta po3po06ienoro Ha ocHoBi anroput™a DES (Data Encryption Standart)
- KOJIMIIHBOTO (ajie 70 CHUX Tip LIUPOKO BUKOPHUCTOBYBAHOTO) CTaHAAPTY
mmopysanas CIHIA. Cepen IHIINX aNTOPUTMIB, 3aCHOBAaHMX HA MEpExki
@eiicTens, MOXXKHa HABECTH IPUKIAN: BITYM3HSHHN CTaHAApT MHU(pyBaHHS
T'OCT 28147-89 (ta Ginbm cyuacHuii TOCT P 34.12-2015) , a takox iHIi
Bigomi anropurmu: RC5, BlowFish, TEA, CAST-128.

IocTaHoBKAa 3aBIaHHS

OCHOBHOIO METOI0 JIOCHIJHUIIBKOTO MPOCKTY € PO3po0Ka alropUTMI4HOTO Ta
IporpaMHOTO 3a0e3medeHHs I 3amm@poByBaHHS abo pPO3MIH(POBYBaHHS
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iHpoOpMaIii, I TOAaNbIIOl TNepeaadi B KOMIT IOTEPHHX Mepexkax abo st
Oe3neuHoro 30epiraHHs.
OcHOBHUMH (YHKI[IOHAJIbHUMHU TOYKaMH MIPOAYKTY MalOTh CTaTH:

1. I'enepartist mapodTro 3 3aJaHOI0 KUTBKICTIO CUMBOIMIB (10 32
CHMBOJIIB);

2. [epernsn Ta BuOip (aiiny Ha )KOPCTKOMY JIMCKY KOPUCTYBaya;

3. [Mepermsan indopmarii npo dait;

4. BBeneHHs maposito KOpuCcTyBadeM;

5. MOKITUBICTh CXOBATH CUMBOJIH MAPOJIIO;

6. [Mepermsan 3ammpposann abo po3umppoBaHuX (HaiIiB B

BU3HAYCHHX KaTaJorax.
OO0’ €eKTOM JTOCIIIPKEHHS € 3a0e3MeveHHs 0e3MeKH BaKIMBOI iHpOopMaIlii JIerkoi
IIPOMHUCIOBOCTI, HAIPUKIIAJ, €CKi31B HOBOTO CHEHOTATY.

OCHOBHA YacTHHA
IMin mepexoro Deiicrens (Feistel network) wmaerbcsi Ha yBasi po30OUTTA
OIIPaIbOBYBAHOTO OJIOKA JAHWX HA KilbKa CyOOIOKiB (dacTime BChOro-2), OauH
3 KOTPHX OIpPAIBOBYETHCS JesKOI0 (yHKmiero f Ta Hakimamaetses Ha 1 9m
JIeKibKa iHmuX cy00iokiB) R pasiB (payHuiB), sk 300pa)keHO Ha PUCYHKY 1.
Ille oxmHi€ro mepeBarord MpHW BHUKOPHUCTaHHI LBOTO METONy MM(PYBaHHS €
BeJINKA KUIBKICTh JOCHIDKEHBb SIK TPH PO3pOOIi anropuTMa, Tak i Mpu HOro
aHai3i.
Haxmaganust ompamboBaHoro cy00i10ka Ha HEONpalbOBaHWH dYacTille 3a BCe
BUKOHYETBHCS 32 JTOIIOMOTOI0 JIOTidHOi omeparii «Buxioune ABO» (Exclusive
OR,XOR), six mokazano Ha pucyHky 1. JloctarHbo yacto 3amicth XOR Tyt
BHUKOPHUCTOBYETHCSI JOJABaHHS 32 MOAYyJeM 2, e n-po3Mmip cyOOmoka B Oirax.
[Micns HakmangaHHs, CyOOJOKH MIHSIOTBCS MICISIMH, TOOTO B HACTYITHOMY
payHJi airopuT™Ma OIpalboBY€ETHCS BXKE IHIIHIA CyOOJIOK TaHUX.
Ockinbku mporiec mudpyBaHHs abo po3mmdpyBaHHS MOXe 3aliMaTH OaraTto
9acy, TO HEOOXiTHO 0OpaTH MOBY NPOTpaMyBaHHS, SKa MIATPUMYE MapagurMy
OOIl Tta no3BOJIsSE IIPOBOMUTH HHU3BKOPIBHEBY omnTHMi3amito. Tomy s
peaunizaiii O0yyio oOpano MoBy nporpamyBanHs C++ Ta cepeloBHILE PO3POOKH
Borland C++ Builder.

Jns peanizanii rpadivunoro iHTepdency 3pydHo Bukopucropysata VCL -
00'eKTHO-Opi€HTOBaHy Oi0JIOTEeKY It pPO3pOOKH MPOTrPaMHOTO 3a0e3MeUYeHHS,
sKa po3pobieHa kommanieio «Borlandy» 1 mATpEMKH NPUHINTIB Bi3yaabHOTO
IIporpaMyBaHHS.

Takoxx HEOOXiHO mMepeadaYuTH TMiJCUCTEMY TIeHepallii maposs, B sKii
MOKHA 3a/aBaTH JIOBKMHY Ta Halip CHMBOIIB mapois. PexoMeHI0BaHO
BUKOPHUCTOBYBaTH JOBXHHY B 16 CHMBOJNIB, TOMy IO B OLIBIIOCTI
KOMIT FOTEpPHUX CHCTEM OJIMH CUMBOJI 3aiimMae 1 Oaiit (8 0ir), omxke maposb B 16
cuMBOJIIB = 8 * 16 = 128 0iT, IKMX JOCTATHLO IS 3a0e3TeYeHHsT He0OX1JHOTO
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PIBHS KPUNTOCTIHKOCTI (Ha IIOTOYHOMY PiBHI 00IaHAHHS).

¢— R payHOoB —Pp

Pucynok 1 - Mepexa Deiicrens

3aranpbHUN AITOPUTM BUKOHAHHS MPOTPaMU IOJIATA€ B TOMY, IO Ha BXIiJI
nporpaMu mojaeTbesi (ailn, sSKui aHaMi3yeThCs UIS BHBEACHHS METaJaHUX.
[otim HEOOXiTHO BKa3aTH NapoJb, SIKUi O0y/ie BUKOPUCTOBYBATHCH SIK KITIOY IS
NropuTMy IUQppyBaHHs. SIKIO JOBXWHA MApOJI0 MEHIIE 16 CHMBOIIB TO BiH
Oyne posmupenuit 1o 16 cumBoiniB. HeoOxigHo minrBepaut aii.  Cucrema
nepeBipsie po3mMpeHHs ¢aitna, skmo posmupeHHs He “.LOL”, To daiin Oyxae
mepefaHud B (QyHKHi0 IMH(PYBaHHSA, B IHIIOMYy BHMAAKy B (DYHKIIIO
posmmdpyBanHsa. KopucTyBady MOBiTOMIIETECS PO MOYATOK mpouecy. Komm
npouec mmdpyBaHHs abo po3mMdpyBaHHS 3aKiHUMBCA, BUXIJHOMY (ainy
IIPUCBOIOETHCS BIAMOBiAHE iM’sI, Ta 30epiraeTbCs B BIANOBITHMII KaTajor 3
HasBamHu «3amudpoBani daiiinm», «Posmmdpposani ¢paitmmy. Kopuctysau Moxe
HATUCHYTH KHONKY «Iloka3aTu B KaTajo3i», 100 OTpHUMATH MIBUAKUI JOCTYI
no ¢aiina.

BucHoBku
AnroputMu Ha OCHOBI Mepexi DelcTenss MOXKYTh OyTH CKOHCTpYHOBaHi
TakiM YUHOM, W0 IS mmppyBaHHS Ta po3mH(PyBaHHI MOXKe

BUKOPUCTOBYBAaTHCh OJHMH MW TOH e KOI alrOPUTMY-PI3HHI MiXK UMM
oneparisiMiu MOXe OyTH JIMIIE B IOPSAKY 3aCTOCYBaHHS KJIFOUiB

Taka BIACTHMBICTH aNTOPUTMa HAMOULIBII KOpPHCHA TPH HOTO amapaTHii
peadizaiiii abo Ha mIarhopmMax 3 OOMEKESHUMHU PECYpCaMu; B SIKOCTI MPHUKIIATY
TaKoro ajJropuTMa MOKHa HaBecTH «Marmay sik yactuHy cranpapra [OCT P
34.12-2015;

AnroputMu Ha ocHOBI Mepexi DeifcTenst € HaWOITBII BHBYCHHMH - TaKUM
aJrOpUTMaM TOCBSYCHA JIy’KE BEJMKA KUTbKICTh KPUITOrpadiqyHUX JAOCIIIKCHb,
o € 0e33arnepevHor MepeBaror K Mpy po3podIll anroputMa, Tak i mpu Horo
aHai3i.
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Po3pobnena cucremMa Mae TpocThif, 3po3ymimmii iHTepdeiic. Boma wamae
KOpHCTYBady MOXIJIMBICTh 3al(pyBaTH ad0 po3mudpyBaTi Qaiiim 6e3 3aiiBux
3yCHJIb, BUKOHABIIIN TPOCTI .

Jliteparypa
1. Encryption [Electronic resource] / en.wikipedia.org. — 2017. — Mode of
access :  https://en.wikipedia.org/wiki/Encryption.
2. TOCT 28147-89 [Electronic resource] / en.wikipedia.org. — 2017. — Mode
of access:

https://ru.wikipedia.org/wiki/%D0%93%D0%9E%D0%A1%D0%A2 28147-89.
3. Tamacenko C. Anroputmsl mm¢ppoBaHusa. CrenuanbHBIA CIPABOYHUK /

[MTanacenko C. — Cankr-IletepOypr: «bXB-Iletepoypr», 2009 — 531 c.

JAIBOPSK M. B., IEMKIBCbBKA T. I.
PO3POBKA ITIPOT'PAMHOI'O 3ABE3IEYEHHSI JJISI
IMPOTHO3YBAHHS [TOKA3HUKIB JISIIBHOCTI CTPAXOBOI
KOMITAHII
DVORIAKP. V., DEMKIVSKA T. I.

SOFWTWARE DEVELOPMENT FOR FORECASTING INDEXES OF INSURANCE
COMPANIES

Annotation — A large number of calculations, calculations, predictions are mostly
processed in tabular editors, such as Excel, for which certain skills and knowledge are
needed. And the user can easily commit an error when using a table editor. Normally, it's not
easy to work in a spreadsheet editor with a lot of input data. The aim of the work is to simplify
the simulation of processes and determine the best model, implement a friendly interface. At
the same time, implement integration of software with popular table editors. Implement
support for importing and exporting data to popular formats (xlsx, .csv). Use a relational
database to implement the authentication and authorization function of the user, as well as to
save the result of the calculation for subsequent viewing or export.

This application should solve part of the listed needs. The solution must be built in
advance to target several platforms, including web applications. This will allow you to cover
the maximum number of users who may be interested in the product.

Keywords:personal data manager, forecasting, insurance indexes, sofiware

Beryn

Bemmka — KiTBKICTH — PO3paxyHKIiB,  KaJIBKYJIAIIH,  IPOTHO3yBaHb
311e01IBIIOTO OMPAILOBYETHCS B TAOMUYHUX pelakTopax, Hanpukiaan Excel, mis
BUKOPHCTaHHS SIKMX TOTPiOHI MEBHI BMIHHS Ta 3HAHHSA. A TaKOX KOPHCTyBad
MOJKe JIETKO JIOIyCTUTH MOMWJIKY TPH KOPHCTYBaHHI TAOIMYHUM PEIAKTOPOM.
3a3Buyai e HE MIpocCcTo, IpalnroBaTH B Ta6J'II/IqHOMy pe)IaKTopi 3 BCJIIMKOIO
KUIBKICTIO ~ BXimHUX JgaHuX. [line  poOOTH  MakCHMMajbHO  CIPOCTHTH
MOJISITIOBAHHS MIPOIIECIB Ta BH3HAYCHHS KpPaIlol MOJEN, peati3yBaT JAPYKHiH
iHTepderic. B Tol camuii yac peamizyBaTH IHTErpamilo MpOrpaMHOro
3a0e3MeYeHHs 13 MOMYJISIPHUMH TaOIMYHUMK pefakTopamu. JlaHuil pomarox
Ma€ BHPIMIUTH YaCTHHY MepepaxoBaHMX moTped. PimenHs wmae Oyt
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